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ABSTRACT The threat of malicious actors is a growing fear among all cyberspace 
stakeholders, particularly states, who are primarily responsible for national 
security, including the protection of critical infrastructure. Taking into con-
sideration the major cyberattacks of the last three decades and their im-
pacts on international society, a comprehensive strategy is needed to defend 
cyberspace against malware and to provide a safe and free cyber ecosystem. 
Türkiye, like many countries, has developed cyber strategies to respond to 
such threats in the last decade. This paper addresses a set of interrelated 
cybersecurity issues; central among them is the question, “Is Türkiye’s cy-
bersecurity strategy properly devised to cope with the new security environ-
ment in the anarchic world of cyberspace?” Türkiye’s national cybersecurity 
strategy has undergone several changes since 2013, each representing an 
attempt to address the evolving cybersecurity landscape. These strategies 
have been successful in some areas, such as Türkiye’s legal, capacity-build-
ing, and organizational structure, but have been less successful in terms of 
technical measures. This article applies a macro-analysis framework that 
encompasses both quantitative and qualitative research to analyze Türkiye’s 
cybersecurity strategies in theory and practice. The findings of this analysis 
suggest that Türkiye is still vulnerable to a possible major cyber-attack.
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Introduction

Today, we are becoming ever more dependent on cyber technology. More 
than five billion people are connected to the internet, and every day, 
more than 10 billion gigabytes (GB) of information is produced online.1 

The number of active devices connected to the internet is expected to exceed 
24 billion by 2030.2 Business transactions, trade, finance, entertainment, com-
munication, politics, security, and many more processes are becoming increas-
ingly digitized. 

Digitalization has brought new advantages and comfort to our lives, yet it 
also has led to new risks and threats. Every day, more than 250,000 web pages 
are hacked.3 According to Checkpoint –a cybersecurity solutions provider 
to governments and private companies globally– on average, 70 million cy-
ber-attacks take place each day.4 The cybercrime market reached $6 trillion 
worldwide in 2021.5 New technologies such as cloud computing, blockchain, 
big data, mobile technology, the Internet of Things (IoTs or IoE), and now the 
metaverse are increasing our dependency on the digital domain and compli-
cating the landscape of cyber threats. In a recent article on ‘cyber anarchy,’ 
Joseph Nye remarks: “The world has experienced cyberattacks since the 1980s, 
but the attack surface has expanded dramatically; it now includes everything 
from industrial control systems to automobiles to personal digital assistants.”6 
The ‘Morris worm’ of 1987, mafia boy’s attacks on transnational companies 
in 2000, the distributed denial-of-service (DDoS) attacks on Estonia in 2007, 
Stuxnet’s strike against Iranian nuclear facilities in 2010, Wikileaks disclosures 
in 2011, and alleged Russian interference in the U.S. presidential elections of 
2016 indicate the steadily increasing intensity of cyber incidents in interna-
tional politics. 

The fact that concepts such as cyber-attacks, cyber-crimes, cyber conflicts, and 
even cyber warfare have become a part of our daily conversations in recent 
years shows that the hyper-anarchic world of cyberspace is increasingly be-
coming a threatening place. As Nye puts it, “The relentless bad news stories 
paint a picture of an ungoverned online world that is growing more dangerous 
by the day– with grim implications not just for cyberspace itself but also for 
economies, geopolitics, democratic societies, and basic questions of war and 
peace.”7 All these destructive processes have forced cyberspace stakeholders, 
especially states, to take precautions to ensure cybersecurity; indeed, in the 
last decade, cybersecurity has become one of the top issues on national and 
international security agendas worldwide. 

This paper explores Türkiye’s national cybersecurity strategy documents, 
policies, strategies, measures, and organizational structures. The primary 
research question it seeks to answer is: Is Türkiye’s cybersecurity strategy 
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properly devised to cope with the new security 
environment in the hyper-anarchic world of 
cyberspace?

In the last decade, research on Türkiye’s national 
cybersecurity strategies has focused primarily 
on the country’s military and offensive capabil-
ities with a ‘negative’ security approach, i.e., a 
focus on Türkiye’s capacity to deter or prevent 
cyberattacks by establishing cybersecurity. The 
present paper aims to analyze Türkiye’s national 
cybersecurity strategy with a holistic approach 
that encompasses all necessary policies, strategies, measures, and processes 
from a legal, technical, organizational, and capacity-building perspective that 
considers cooperation among stakeholders from a positive security under-
standing, i.e., one that not only focuses on preventing cyber-incidents but 
also on efforts to maintain freedoms in cyberspace. The purpose of this re-
search is to reveal the weaknesses and strengths of Türkiye’s national cyber-
security strategy and to develop policy proposals and recommendations to 
improve it.

Research Methodology and Research Questions

This study applies both quantitative and qualitative research methods. The 
analysis and outcomes of the study will be based on primary and secondary 
sources including national cybersecurity strategy documents, legal and ad-
ministrative regulations, and the literature. Macro Analysis will be applied in 
the evaluation of Türkiye’s NCSSs and policies that will cover the followings: 

i. Consistency among all national cyber strategy plans, documents, regula-
tions, laws, and directives.

ii. Türkiye’s capacity to protect its cyberspace and critical infrastructure.
iii. Literature on the effectiveness of national cyber strategies in cyberspace.
iv. The possibilities of cooperation on cybersecurity issues.
v. Power is dedicated to different cybersecurity institutions.
vi. Policy proposals and legal regulations. 

The research questions are designed to assess whether Türkiye’s cybersecu-
rity strategy and architecture is responsive to current challenges and threats. 
Does Türkiye have the proper/adequate national and international tools, reg-
ulations, standards, and policies to counter today’s cyber threats? How could 
Türkiye’s current security regimes, policies, and institutions be transformed to 
ensure cybersecurity?

Research on Türkiye’s 
national cybersecurity 
strategies has focused 
primarily on the 
country’s military and 
offensive capabilities 
with a ‘negative’ 
security approach
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Literature Review

If this paper had been written 10 years ago, we would start with the chal-
lenges posed by the scarcity of literature available on the subject. The main 
advantage of analyzing the proposed research questions today is that not 
only is there an abundance of information, but the overwhelming majority 
of the relevant literature is available online and is easily accessible through 
digital media, academic journals, and corporate and government webpages. 
The challenge today lies not in the scarcity of literature, but in deciding what 
is credible in the abundant literature.8 The research available on the topic at 
hand may be classified into three sections: Defining cybersecurity, the evo-
lution of cybersecurity in International Relations (IR), and the architecture 
of Türkiye’s cybersecurity structure and strategies. An exploration of these 
areas within the literature is provided below to contextualize the work of the 
present study.

Cyber(in)security: The Most Controversial Concept of Cyberspace
Cyberspace –the space in which cybersecurity is enacted– is itself a contested 
term. It has no widely accepted definition in contemporary literature. Dif-
ferent approaches have been developed by various experts, institutions, and 
disciplines for understanding this term, which in broad strokes refers to a 
highly complex, global domain. The concept of cyberspace was first intro-
duced by William Gibson in his famous science fiction novel Neuromancer in 
1984. Gibson describes cyberspace as a complex global network of comput-
ers co-created/shared by billions of users from all around the world.9 Since 
then, several definitions that expand upon Gibson’s initial concept have been 
proposed. One study claims to have found 28 different definitions of cyber-
space in the previous decade. Each definition prioritizes one dimension of 
cyberspace, such as hardware, software, protocols, network, information, the 
user, interconnectedness, the internet, etc. Each study puts forward a working 
definition that serves or carries out the interests of its developer. Based on 
the plethora of definitions, Kramer claims that “definitions should be used as 
an aid to policy and analysis and not as a limitation of them.”10 It exceeds the 
scope of this paper to analyze all of the definitions developed in other studies; 
instead, it will elaborate on a few of the most useful and move on to discus-
sions of cybersecurity.

Defining Cyberspace: Is It a Space?
What does the concept of cyberspace bring up first in your mind? Is cyber-
space a place, a region, or a space? Is it possible to design it, present its map or 
represent it physically? Is it even possible to define it? “For some geographers, 
cyberspace is a dynamic discourse which (re)embodies social reality by giving 
a meaning to structures and social processes and an identity to users, despite 
the absence of tangible borders.”11 Many people perceive cyberspace as a vir-
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tual domain, and this is not wrong. 
However, in addition to its virtual 
dimension, cyberspace requires 
physical infrastructure –a physical, 
global network that is made up of 
computers, wires, satellites, servers, 
modems, etc.– all of which make 
the virtual network possible, and 
all of which are necessarily located 
somewhere on earth. This complex 
structure supports and defines the 
protocols that users accept as com-
ponents of this world. Eric Schmidt, CEO of Google, notes the complexity of 
the cyber world by claiming, “The Internet is the first thing that humanity has 
built that humanity doesn’t understand, the largest experiment in anarchy that 
we have ever had.”12 Various experts and notable institutions have attempted 
to figure out and map the different dimensions of the cyber world and make it 
understandable for everyone –with varying levels of success. 

Kuehler puts forward a definition that encompasses hardware, software, and 
information layers. In his words, cyberspace is “a global domain within the 
information environment whose distinctive and unique character is framed 
by the use of electronics and the electromagnetic spectrum to create, store, 
modify, exchange, and exploit information via interdependent and intercon-
nected networks using information-communication technologies.”13 The Eu-
ropean Union Agency for Cybersecurity (ENISA, formerly known as the EU 
Agency for Network and Information Security), has developed a similar but 
shorter definition of cyberspace: Cyberspace is the time-dependent set of tan-
gible and intangible assets, that store and/or transfer electronic information.”14 
For NATO, “Cyberspace is more than the internet, including not only hard-
ware, software and information systems, but also people and social interaction 
within these networks.”15

Türkiye has introduced three different but closely interrelated definitions of cy-
berspace in its national cybersecurity strategy documents published in the last 
10 years. Türkiye’s National Cybersecurity Strategy Document (NCSD) and 
2013-2016 Action Plan define cyberspace as, “The environment which consists 
of information systems that span across the world including the networks that 
interconnect these systems.”16 The country’s NCSD 2016-2019 adds some new 
elements, describing the domain as, “The numeric environment composed of 
information systems spread over the entire world and space, the networks in-
terconnecting these systems or independent information systems.”17 The most 
recent NCSD and Action Plan of 2020-2023 defines cyberspace as, “systems 
and services connected either directly or indirectly to the internet, telecom-

Highly complex and globally 
interconnected, cyberspace is a 
multidimensional domain with 
numerous layers and unique 
features in which ever more 
complicated processes and 
operations take place within 
the cyber-ecosystem
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munications and computer networks.”18 The definition 
contained in the 2016-2019 strategy plans seems to be 
more comprehensive and accurate compared to the 
others. Since cyber technology is constantly evolving 
and changing, naturally, the elements of the definitions 
will also change over time.

Highly complex and globally interconnected, cyberspace is a multidimensional 
domain with numerous layers and unique features in which ever more com-
plicated processes and operations take place within the cyber-ecosystem. To 
fully understand cybersecurity, each characteristic of cyberspace needs to be 
evaluated. First of all, unlike physical space, cyberspace is a fabricated domain. 
Moreover, human beings are active actors both within and in cyberspace; they 
contribute to the expansion of cyberspace every moment. Usaf remarks, “cy-
berspace is constructed by man [sic] and constantly under construction. It 
changes from moment to moment.”19 

The second basic feature of cyberspace is its anarchic structure. It is a de-
centralized, polycentric space. It is not only anarchic in the sense of physical 
international relations, but it also lacks governing institutions such as inter-
national law, international organizations, diplomacy, great powers, etc. For 
this reason, Choucri describes the cyber domain as hyper-anarchic. Cyber 
features make possible a world of high conflict and violence worldwide in 
the absence of sovereign control or any centralized authority. We refer to this 
feature as one of cyber anarchy.20 In other words, “Cyberspace is devoid of 
governance systems, there are no regulatory norms or practices, and there are 
no mechanisms for tracking “damages” –and little incentives to do so.”21 An-
other characteristic feature of cyberspace is the dominance of private actors; 
as Choucri notes, “the state system is weak, and the private sector (for-profit, 
not-for-profit, legal, and illegal) dominates.”22 Nye concisely explains most of 
these characteristics: “Among the special characteristics of the new cyber-do-
main are the erosion of distance (oceans no longer provide protection), the 
speed of interaction (much faster than rockets in space), the low cost (which 
reduces barriers to entry), and the difficulty of attribution (which promotes 
deniability and slows responses).”23 A such, cyberspace is widely accepted as 
the fifth operational domain24 “in addition to the traditional four of land, sea, 
air, and space.”25

Cybersecurity: Whose Security?

Commenting on the worried look of a cheetah waiting with its young cubs at 
a lion 30 meters away in a documentary broadcast on Animal Planet TV, the 
presenter said, ‘No baby is safe in the savannah, since no one here can be sure 

In cyberspace, the 
offense is always a 
step ahead of the 
defense
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of its neighbor’s true intentions.’ The same is valid indeed, for cyberspace. Be-
cause... it eliminated distances and made everybody neighbors to everybody. 
Therefore, referring to the documentary, ‘no user is safe in cyberspace. Because 
in this domain, nobody is even sure who his neighbor is, let alone the intention 
of the neighbor.26

The quotation above perfectly explains the vulnerability of the security situ-
ation in cyberspace. Threats are always in place, and they are real and immi-
nent. Therefore, Claude Shannon cautions, “assume that the enemy knows the 
system, and treat every host, server, and connection as potentially hostile.”27 
This approach is known as “zero trust” in the cybersecurity community.28 

Various definitions of cybersecurity have been developed for different national 
cybersecurity strategy documents, by various international organizations and 
experts. Cyberspace and its related terms, such as cybersecurity, cyber eth-
ics, cyber politics, cyber conflict, and cyber warfare, are highly controversial, 
uncertain, and vague concepts. Cybersecurity is an even more contested and 
complicated term than cyberspace and is similarly hard to define. Indeed, it 
means different things to different actors, including states, international orga-
nizations, private companies, and even users. Craigen et al. claim:

Cybersecurity is a broadly used term, whose definitions are highly variable, of-
ten subjective, and at times, uninformative… The absence of a concise, broadly 
acceptable definition that captures the multidimensionality of cybersecurity 
impedes technological and scientific advances by reinforcing the predomi-
nantly technical view of cybersecurity while separating disciplines that should 
be acting in concert to resolve complex cybersecurity challenges.29 

For practical use, the International Telecommunication Union (ITU) has de-
veloped a comprehensive and self-explanatory definition for cybersecurity 
that encompasses almost every aspect of cybersecurity: “Cybersecurity is the 
collection of tools, policies, security concepts, security safeguards, guidelines, 
risk management approaches, actions, training, best practices, assurance and 
technologies that can be used to protect the cyber environment and organi-
zation and user’s assets.”30 The ITU’s definition is one of the most commonly 
found in the literature. The ITU also describes exactly the assets that cyberse-
curity protects: 

Organization and user’s assets include connected computing devices, person-
nel, infrastructure, applications, services, telecommunications systems, and the 
totality of transmitted and/or stored information in the cyber environment. 
Cybersecurity strives to ensure the attainment and maintenance of the security 
properties of the organization and user’s assets against relevant security risks 
in the cyber environment.31 
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In all three of its NCSDs, Türkiye uses a very similar, broad definition of cyber-
security: “Protection of information systems forming cyberspace from attacks, 
assuring confidentiality, integrity, and availability of information/data pro-
cessed in this environment, detection of attacks and cybersecurity incidents, 
activation of counter-response mechanisms, and recovering systems to condi-
tions prior to the cybersecurity incident.”32 

This NCSDs definition focuses not only on the protection of systems from 
cyber-incidents; it also stresses the three main objectives of cybersecurity, 
known as the confidentiality-integrity-availability (CIA) triad: “Availabil-
ity, Integrity, which may include authenticity and non-repudiation and 
Confidentiality.”33

The definition proposed by Michael Veale and Ian Brown is very similar to 
Türkiye’s, focusing on the protection of information systems and countermea-
sures against cyber-attacks: 

Cybersecurity covers the broad range of technical, organizational, and gover-
nance issues that must be considered to protect networked information sys-
tems against accidental and deliberate threats. It goes well beyond the details 
of encryption, firewalls, anti-virus software, and similar technical security 
tools.34 

Veale and Brown rightly point out that “Understanding cybersecurity is a 
moving target, just like understanding computing and society. Exactly what 
is being threatened, how, and by whom are all in flux.”35 Therefore, definitions 
change from person to person, from study to study, and from time to time. 

Despite changes in definitions and different approaches developed by different 
actors in cyberspace, however, all definitions include the elements of fight-
ing against harmful actions, preventing cyber-attacks, and enabling system 
recovery. These definitions generally correspond with a negative security un-
derstanding. There are rare references to freedom and human rights in cyber-
security definitions and/or strategies.

The Emergence of Cybersecurity in IR

The evolution of cybersecurity in IR focuses on the major cyber-attacks and 
cyber conflicts that have shaped the emergence of cybersecurity at the national 
and international levels.36 Cyberspace was developed for sharing information, 
and transparency was its primary characteristic for almost 20 years, from 1969 
to 1988, when the Morris worm –the first harmful malware– was created and 
released to the network.37 In other words, the first two decades of the internet 
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were free from malware and thus it was consid-
ered free and safe. The notion of cybersecurity 
itself first started with the Morris worm. And 
although cyberspace, which is a product of the 
Cold War, was set up primarily to contribute to 
physical security, over time, it generated a new 
security concern: Cybersecurity.38 

In cyberspace, the offense is always a step ahead of the defense: “the offense 
has the upper hand. The Internet was designed to be collaborative and rapidly 
expandable and to have low barriers to technological innovation; security and 
identity management were lower priorities.”39 Along with the expanding need 
for cybersecurity, its mechanisms developed gradually from the individual 
level to the national and global level from the late 1980s to the present. Several 
major cyber-attacks and cyber conflicts shaped this process in international 
relations. 

From Morris Worm to Mafia Boy (1988 to 2000) 

A turning point occurred in the history of cybersecurity on November 2, 1988. 
Academics at leading U.S. universities declared that all their computers had 
either slowed down or stopped working and they faced difficulty in accessing 
information. It is claimed that more than 10 percent of computers in the U.S. 
(approximately 6,000-60,000) lost their functionality.40 This malware attack 
was named for its developer, Robert Tappan Morris,41 a graduate student at 
Cornell University.

Being the first of its kind, the Morris worm,42 had a deep impact on computer 
and internet security. In its wake, various Computer Emergency Response 
Teams were created and people started to be more careful and thoughtful 
about security in cyberspace. “Some people even term the episode as the big 
bang of cybersecurity.”43 The worm was a wake-up call regarding computer 
and internet security for administrators, professionals, and users.44 “Soon af-
ter the Morris worm incident, the U.S.’ Defense Advanced Research Projects 
Agency (DARPA) provided funding for the Computer Emergency Response 
Team (CERT), which has since served as a clearinghouse for security-vul-
nerability information. Although CERT provides no panacea, it has become 
a trusted source of information about security flaws and fixes for a variety of 
software.”45 

The Morris worm led to the emergence of cybersecurity at the individual level 
in the 1990s and shaped the perception of security as a necessity in cyber-
space. Thus, cybersecurity became viewed more widely in terms of personal 

Global cybersecurity 
has been an agenda 
item for states in 
the last 10 years in 
international relations
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computer/internet security at that time and was limited to the protection of 
personal data/information or at most that of small communities around the 
world. Within a short time of the Morris worm, a large number of viruses/
worms and other malicious software of different types and with different ef-
fects were developed. Thus, as a result of DDoS attacks on some global compa-
nies by a 15-year-old Mafia Boy, the landscape of cybersecurity changed dra-
matically with the beginning of the 21st century. 

From Individual to Institutional: Cybersecurity in the 2000s
Michael ‘Mafia Boy’ Calce was just 15 years old when he managed to shut 
down several major websites of global companies, including Dell, Amazon, 
Yahoo!, CNN, E-Tarde, Buy.com, and eBay, in a series of denial-of-service 
(DoS) attacks in 2000.46 “At the time, Yahoo was the biggest search engine in 
the world.”47 The monetary amount of damage caused by the Mafia boy’s at-
tack is estimated at roughly between $1-3 billion.48 This attack transformed 
the course of cybersecurity from individual to institutional, organizational, 
and network levels. Private companies started to be more cautious about the 
security of their assets in the cyber domain. The massive elaboration and pub-
lication of the incident in the media helped disseminate fear about the notion 
of cybersecurity worldwide. This trend continued throughout the first decade 
of the 21st century. And yet again, the offense took charge: the DDoS attacks on 
Estonia (2007) and Stuxnet (2010) on Iran’s nuclear facility entirely changed 
the landscape and perception of cybersecurity. 

Cybersecurity as a Component of National and International Security 

Until the 2010s, states –newcomers in cyberspace– largely considered the 
cyber realm a matter of low politics, along with trade, entertainment, the 
environment, etc. In other words, cyberspace was perceived by states in gen-
eral among the secondary issues that are not related to security, strategy, 
and military issues. As Chocuri notes, “By contrast, high politics is about 
national security, core institutions, and decision systems that are critical 
to the state, its interests, and its underlying values. We now see cyberspace 
shaping the domain of high politics, and high politics shaping the future of 
cyberspace.”49 

Since the DDoS attacks against Estonia in 2007, Israel’s control of the Syrian 
radar system (2007 and 2011), Russia’s use of cyberattacks alongside physical 
attacks in Georgia in 2008 (now known as hybrid war), and finally, in 2010, 
Stuxnet, a malicious computer worm –accepted as the first cyber weapon– de-
ployed against Iran’s nuclear facilities, states began to perceive cybersecurity as 
a national security problem.50 Wikileaks (2011), the Snowden Case (2013), and 
the Russian intervention in the 2016 U.S. presidential elections are among the 
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major incidents that prompted pol-
icymakers to consider cyberspace 
a realm of conflict, security, and 
war. In 2009, then-President Barack 
Obama announced a new U.S. strat-
egy to address the threat posed/by 
cyberspace, stating, “It’s now clear 
this cyber threat is one of the most 
serious economic and national 
security challenges we face as a nation.”51 Other leaders also warned society 
about ongoing cyber threats. Mike Mullen, Chairman of the Joint Chiefs of 
Staff, claimed in 2011, “The single biggest existential threat out there, I think, 
is cyber.” The following year, Martin Dempsey noted that “a cyberattack could 
stop our society in its tracks.” Former Defense Secretary Leon Panetta sternly 
warned in 2012 of an impending “digital Pearl Harbor,”52 and proclaimed in 
2013 that cyber was “without question, the battlefield for the future.”53 States 
began to perceive the cyber domain as vital for national and international se-
curity and to develop tools and policies to protect the nation and its assets 
from cyber threats. 

Development of National Cyber Security Strategies 
After the 2007 DDoS attacks on Estonia and the Stuxnet attack of 2010, ef-
forts to establish national and international cybersecurity measures emerged 
in earnest. International organizations such as the ITU, NATO, the OECD, 
and ENISA started to develop cybersecurity programs and guides to help their 
members ensure cybersecurity. The ITU stated that the objective of its cyberse-
curity program is to make cyberspace safer for everyone. It offers its members 
“opportunity and tools to increase cybersecurity capabilities at the national 
level, in order to enhance security and resilience, build confidence and trust 
in the use of ICTs– making the digital realm more safe and secure for every-
one.”54 States began developing National Cyber Security Strategies (NCSS), a 
set of policies, tools, and applications that governments apply to make national 
cyberspace freer and safer. According to the ITU, an NCSS “outlines a frame-
work for organizing and prioritizing efforts to manage risks to our cyberspace 
or critical information infrastructure.”55 NATO draws a more comprehensive 
framework: “A national cybersecurity strategy should enable government en-
tities to identify strategic objectives, translate this vision into coherent and 
implementable policies, pinpoint the resources necessary for achieving such 
objectives and provide guidance for the use of these resources and distinguish 
how the NCSS is linked to other related strategies.”56 

Most governments started to develop their NCSS documents over the past de-
cade. Today, only a few countries have no NCSS. Figure 1 illustrates the prev-
alence of NCSSs worldwide. 

Although its legal regulations 
are comprehensive from a 
negative security standpoint, 
its legal apparatus seems weak 
in terms of envisaging rights 
and freedoms online
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Map 1: Global Map of NCSS

 

 

Source: “National Cybersecurity Strategies Repository,” ITU57 
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date. The NCSS currently in effect covers the years 2020-2023.58 The following 
section analyzes these documents.

Global Cybersecurity and Cyber Power Outlook: Where Does Türkiye 
Stand?

Türkiye’s cybersecurity strategies will be discussed in this section after a global 
outlook has been presented. Discussions will be based on a macro-analysis of 
the five pillars used by the ITU in its Global Cybersecurity Index (GCI).59 Each 
pillar has several indicators; Türkiye’s strategy for addressing each pillar and 
its implementation of this strategy in practice will be evaluated based on these 
indicators.

Global cybersecurity has been an agenda item for states in the last 10 years in 
international relations. States initially struggled to establish cybersecurity, but 
they also started to increase their power in the cyber domain through different 
means and strategies. Cyber power is assessed based on both the offense and 
defense capability of states in cyberspace. 

The ITU has been publishing its GCI since 2015 and has produced four so 
far (in 2015, 2017, 2018, and 2020). The GCI is not a cybersecurity index 
per se, but a cybersecurity ‘commitment’ index due to the methodology of 
data obtained from its 193 member states. It is based on a questionnaire 
consisting of 150 questions; in recent indexes, the ITU has also started to 
obtain data from open sources. The GCI measures member states’ cyberse-
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curity commitments across five pillars: legal measures; technical measures; 
organizational measures; capacity development measures; and cooperation 
measures.60

Map 2: Heat Map of National Cybersecurity Commitment
 

 

 
Source: “Global Cybersecurity Index 2018,” ITU, p. 1361  
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Türkiye is currently ranked number 11 with a score of 97.49.62 Its cybersecu-
rity performance has increased, rising from 43rd place in 2017 to 11th place in 
2020.

It should be stressed that the GCI measures commitment to cybersecurity, 
not cybersecurity itself. Its high score merely indicates that Türkiye is strongly 
committed to cybersecurity. Commitment is a positive sign for cybersecurity, 
but the real determinant is action. Data from the National Cyber Security In-
dex (NCSI) and National Cyber Power Index (NCPI), presented below, will 
illustrate whether this commitment is reflected in action or not.

The NCSI is prepared by the E-governance Academy (an Estonia-based con-
sultant company for digital transformation) and measures governments’ cy-
bersecurity capabilities. It is based on 12 indicators, including cybersecurity 
policy development, cyber threat analysis and information, cyber incident 
response, digital services protection, and military cyber operations.63 The 
NCSI measures a country’s “level of cyber security and identifies the main 
fields of priority that need to be tackled in order to improve the status of 
cyber security. The index also provides an overview of countries’ prepared-
ness to prevent and fight cyber-attacks and crimes.”64 According to its as-
sessment, the top ten countries best prepared to defend against cyber-attacks 
are Greece (96.10), Lithuania (93.51), Belgium (93.51), the Czech Republic 
(92.21), Estonia (90.91), Germany (90.91), Portugal (89.61), Spain (88.31), 
Poland (87.01) and Finland (85.71). Türkiye is ranked 57th in the NCSI with 
a score of 54.55.65
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Map 3: Cybersecurity Capability of the States
 

 

 
Source: E-governance Academy66 
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NCPI67 on the other hand measures the cyber capability of 30 countries based 
on seven national objectives that countries pursue using cyber means. These 
are:

i. Surveilling and monitoring domestic groups;
ii. Strengthening and enhancing national cyber defenses;
iii. Controlling and manipulating the information environment;
iv. Foreign intelligence collection for national security;
v. Commercial gain or enhancing domestic industry growth;
vi. Destroying or disabling an adversary’s infrastructure and capabilities;
vii. Defining international cyber norms and technical standards.68

Based on these objectives, the NCPI specifically measures countries’ intent and 
capabilities for surveillance, defense, control, intelligence, commerce, offense, 
and norms.69 According to the NCPI, to become a cyber power, countries re-
quire: “Capabilities to achieve their intended objectives. Cyber capabilities 
relate to the creation, control, and communication of electronic and comput-
er-based information infrastructure, networks, software, and human skills. 
Therefore, countries invest in a wide range of resources including areas such as 
military cyber capabilities, cyber defense, and surveillance, as well as human 
capacity, institutional strengthening, and domestic policy.”70 

The top ten most comprehensive countries with the highest level of intent and 
capabilities across these seven objectives in 2022 are the U.S. (43), China (34), 
Russia (23), the United Kingdom (19), Australia (18), the Netherlands (17), 
Vietnam (16), ROK (16), France (15), Iran (14). Türkiye is ranked 23rd among 
30 countries with a score of 9.71 Türkiye’s ranking in each sub-section is sur-
veillance (9th), defense (15th), information control (17th), intelligence (22nd), 
commerce (24th), offense (25th), and norms (24th).72 Compare to the 2020 in-



TÜRKIYE IN THE GLOBAL CYBERSECURITY ARENA: STRATEGIES IN THEORY AND PRACTICE

2022 Summer 123

dex capabilities of Türkiye have increased in surveillance, defense, information 
control, intelligence, and commerce while decreased in offense and norms.73 

Türkiye’s performance has shown a steady increase in both ITU’s GCI and 
Belfer Center’s NCPI, yet has remained unchanged in E-Governance Acade-
my’s NCSI index in the last several years. Below, the relevant data of each index 
has been analyzed over the five pillars of GCI which tries to get an overall view 
of Türkiye’s cybersecurity performance.

Türkiye’s Cybersecurity Landscape

The literature on Türkiye’s cybersecurity covers an analysis of existing legal and 
administrative regulations that shape the country’s policy and strategy docu-
ments. Türkiye’s overall performance in cybersecurity, as shown in Figure 1, is 
around 75/100. That is a level of good performance, albeit not perfect. As dis-
cussed in greater detail below, Türkiye needs to improve some of the indicators 
in all five pillars. The weakest link seems to be the technical pillar, while the 
strongest performance is shown in legal measures. The other three pillars fall 
in between, but they also need to be developed to improve Türkiye’s national 
cybersecurity. 

Figure 1: Cybersecurity Capacity of Türkiye
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This article will next analyze the strengths and weaknesses of Türkiye’s cyber-
security strategy based on the five pillars of the ITU’s GCI: legal measures, 
technical measures, organizational structure, capacity building, and cooper-
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ation. ITU’s GCI pillars have been 
preferred for analysis since they are 
comprehensive enough and proper 
tools to measure the cyber capacity 
of an actor. Türkiye’s position in the 
world has been underlined in the 
previous section. After a structured 
evaluation of Türkiye’s strategies, its 
opportunities, and the threats it faces 
will be addressed. 

Legal Regulations
The cost of cybercrimes worldwide is estimated to have exploded from $1 bil-
lion74 in 2020 to as high as $6 billion in 2021.75 Cyberspace is an attractive 
domain and a hub for criminals because committing a crime in cyberspace is 
cheap, lucrative, and low-risk. In order to provide a free and safe cyber area, 
the law is an effective instrument. Therefore, governments need to regulate this 
domain via legal processes. Legal measures authorize governments “to set up 
basic response mechanisms through investigation and prosecution of crimes 
and the imposition of sanctions for non-compliance or breach of law.” 76 Reg-
ulations include identifying “illicit activities in cyberspace, together with the 
definition of the necessary procedural tools to investigate, prosecute and en-
force such legislation; the establishment of cybersecurity baselines and compli-
ance mechanisms for a set of national stakeholders; and procedures to ensure 
consistency with international obligations.”77 For an effective legal framework, 
stakeholder cooperation, particularly at the international level, is needed. So 
far, little progress has been made at that level due to disagreements between 
nation-states about regulations in cyberspace. The realm of cyber law is thus 
limited to national regulations, which are less effective than cooperation in 
regulating a global network. 

Türkiye began to develop cyber law regulations in the early 1990s. Its most 
comprehensive regulation on national cybersecurity initiatives is Cabinet De-
cision No. 2012/3842 issued in June 2012. The Turkish government has also 
issued stand-alone regulations, such as the Electronic Communication Law 
(No. 5809), the Electronic Signature Law (No. 5070), the Law on Regulation of 
Publications on the Internet and Suppression of Crimes Committed by Means 
of Such Publications (No. 5651), the Law on Regulation of E-Trade (No.6563) 
and the Personal Data Protection Law (No. 6698). Changes to existing legisla-
tion have also been made to address cyberspace, including the Turkish Crimi-
nal Code (No. 5237) and Turkish Trade Law (No. 6102).78 

Türkiye has enacted comprehensive legislation to address legal regulations in 
cyberspace. Yet the purpose of legal measures is not only to issue regulations 

Capacity building is about 
raising awareness, providing 
training, education, incentives, 
and campaigns for developing 
a cybersecurity culture among 
all internet users or digital 
citizens
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but also to implement and enforce them. According to international moni-
toring frameworks, Türkiye has been performing well in the legal dimension. 
According to the GCI 2020, Türkiye has performed perfectly in terms of its le-
gal endeavors and scores 20 points out of 20.79 However, Türkiye’s score on the 
NCSI 2020 is roughly 80 points out of 100.80 The NCPI’s surveillance and com-
merce sections cover legal regulations; Türkiye’s average score on this index 
is around 60 out of 100.81 i.e. (100+80+60)/3=80. Thus, Türkiye’s overall legal 
performance based on the assessment of these three sources is about 80/100. 

Türkiye seems to be quite successful in the protection of personal data and 
the fight against cybercrime but relatively is weak in cyber incident response, 
cyber threat analysis, and cyber crisis management.82 Although its legal regu-
lations are comprehensive from a negative security standpoint, its legal appa-
ratus seems weak in terms of envisaging rights and freedoms online.

Technical Measures
This pillar covers technical infrastructure for combating technical cyber risks 
and incidents, including CERTs, certification, technical mechanisms, capa-
bilities deployed to address spam, and child online protection. As the GCI 
underlines, “Without suitable technical skills to detect and respond to cy-
ber-attacks, countries remain vulnerable.”83 The development of national soft-
ware and hardware is vital for cybersecurity since cybersecurity is consumed 
not only by bad hackers but also by nation-states and IT companies. i.e., all 
stakeholders in cyberspace pose a threat and conduct cyber-attacks. Thus, 
national cybersecurity and technical products play a primary role in national 
cybersecurity.

Türkiye has developed its own CERTs,84 certification frameworks, and child 
online protection85 legislation and mechanisms. CERTs or Computer Incident 
Response Teams (CIRTs) “are responsible for taking measures to ensure in-
formation security of a specific sector or a particular institution; protecting 
a specific sector or institution against cyberattacks; taking measures to lower 
the damage in case of an attack; reacting against possible attacks; ensuring 
information flow with different partners, and ensuring 24/7 preparedness and 
availability.”86

Türkiye’s technical performance is relatively weaker compared to its legal 
performance. The GCI 2020 ranks Türkiye at 19.54/20 (~98), while the NCSI 
2020 places the country at 50/100 in the effectiveness of its CIRT, cyber safety 
and security (50/100), and cyber threats analysis unit (20/100). Thus Türkiye’s 
NCSI score for technical capability is 120/3 = 40/100. Its NCPI 2020 defense 
score is 30, while the highest state has 50 points (for the sake of simplifica-
tion both numbers 30/50 were doubled to get the same level as other indices); 
hence, it can be extrapolated that Türkiye’s overall performance is 66/100. 
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Organizational Measures
Organizations and administrative regulations include the NCSS documents 
that govern and coordinate national cybersecurity activity/initiatives. Organi-
zational measures, therefore, measure the national strategies and organizations 
implementing cybersecurity. The lack of proper organizational set-up can lead 
to ineffective coordination and result in insecurity. This pillar requires com-
prehensive aims and objectives established by the government, along with an 
all-inclusive plan for implementation, delivery, and measurement. National 
agencies must be present to implement the strategy and evaluate the outcome. 
Without a national strategy, governance model, and supervisory body, efforts 
in different sectors become conflicted, preventing efforts to obtain an effective 
harmonization in cybersecurity development.87

Türkiye has developed three NCSS documents since 2013. The National Cy-
bersecurity Strategy and Action Plan 2020-2023 delineates eight strategic 
objectives:

i. Protecting Critical Infrastructures and Increasing Strength;
ii. Developing National Capacity;
iii. Organic Cyber   Security Network;
iv. Security of Next Generation Technologies;
v. Fighting Cybercrime;
vi. Development and Support of Domestic and National Technologies;
vii. Integration of Cyber   Security into National Security;
viii. Developing International Cooperation.88 

Unfortunately, the most recent report does not include a publicized Action 
Plan, an omission that is understood as a breach of transparency in cyber-
space. In the two previous NCSS documents, the implementations, organiza-
tions, and action plans were made public.89 

Several organizations play a role in the implementation of Türkiye’s NCSS. The 
Ministry of Transport and Infrastructure is responsible for the preparation and 
governance of “cyber security activities at the strategic level with the National 
Cyber Security Board (established in 2013) and National Computer Incident 
Response Team (National CIRT) directed by the Bilgi Teknolojileri ve İletişim 
Kurumu (BTK), the Information and Communication Technologies Author-
ity.”90 Other organizations involved in cybersecurity include National and Sec-
toral CERTs, the National Cybersecurity board, the Digital Transformation 
Office of Presidency, the Presidency of Defense Industries, the Scientific and 
Technological Research Council (TUBİTAK), the Police Department branch of 
Cyber Crime Prevention, the Personal Data Protection Authority (KVKK), the 
Ministry of National Defense, the Turkish Armed Forces (TSK) and the Presi-
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dency of National Intelligence Organization (MİT).91 
Şentürk, Çil, and Sağıroğlu argue that “One of the 
most important issues [in enacting cybersecurity] is 
the designation of one single central authority that 
will be responsible for overall national cybersecurity. 
This authority should harmonize all the efforts and 
activities of other organizations that have cybersecu-
rity tasks such as accreditation, auditing, standards, 
specification, and protection of both public and pri-
vate systems as well as critical infrastructures.”92 

The Ministry of Transport and Infrastructure is Türkiye’s national coordinator 
of cybersecurity, but there are some concerns about its effectiveness and its 
capability to organize all the relevant institutions. Powerful national coordina-
tors are usually responsible to the highest authority in the government struc-
ture. But instead of having an institution responsible directly to the President, 
such as the Presidency Digital Transformation Office, this task is given to a 
ministry in Türkiye. 

The GCI ranks the Turkish government’s performance in the organizational 
setting at 17.96/200; according to the NCSI, Türkiye’s cybersecurity policy de-
velopment is 86/100, its military cyber operations is 17/100 and the protection 
of personal data is 100/100; Türkiye’s overall average is 76/100. 

Capacity Building
Capacity building is about raising awareness, providing training, education, 
incentives, and campaigns for developing a cybersecurity culture among all 
internet users or digital citizens. Today, more than half of the world’s popula-
tion, almost 5.3 billion people, are internet users. Every day, more than seven 
billion searches are done on Google, more than 10 billion GB of information 
is shared online, and more than 250,000 web pages are hacked.93 According to 
Checkpoint, more than 60 million cyber-attacks take place on average every 
day.94 The user or individual is the weakest link in cybersecurity, open to social 
engineering cyber-attacks such as fishing and spam messages. Therefore, “cy-
bersecurity capacity building is key as it contributes to reducing issues such as 
digital divide and cyber risks.”95 Capacity building is measured through “the 
number of research and development, education and training programs and 
certified professionals and public sector agencies.”96

Türkiye has launched several initiatives for raising awareness, conducted re-
search and development (R&D) programs, developed formal and informal 
training courses, provided technical education, and launched quite a few cam-
paigns. According to GCI 2020, Türkiye’s capacity development score is 20/20. 
Türkiye’s NCSI 2020 ranking in terms of educational and professional develop-
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dominated by 
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ment, which includes a number of programs in university as well as in primary 
and secondary schools, is 50/100. Therefore, Türkiye’s average score in capacity 
building is 75/100. 

Cooperation
Cyberspace is not dominated by states; indeed, it is a multi-stakeholder do-
main. It is populated with powerful private actors with more capability than 
even states. Therefore, states need to cooperate with non-state actors, includ-
ing private companies, international organizations, Information Technology 
(IT) Non-Government Organizations (NGOs), and experts to ensure national 
security in cyberspace. Because the internet is a global network, ensuring se-
curity requires global cooperation. Thus, there is a need for cooperation at the 
international level among states and all other stakeholders: “The security of 
the global cyber ecosystem cannot be guaranteed or managed by any single 
stakeholder, and it needs national, regional, and international cooperation to 
extend reach and impact.”97 Cooperation includes public-private partnerships, 
bilateral and multilateral agreements, public-public partnerships, private-pri-
vate partnerships, and best practices. As the GCI urges, “Greater cooperation 
can enable the development of much stronger cybersecurity capabilities, help-
ing to deter repeated and persistent online threats and enable better investiga-
tion, apprehension, and prosecution of malicious agents.”98 

The Turkish government has already cooperated with private actors on certain 
projects. “As an example of national cooperation, a project to counter spam 
e-mail was launched in 2009 by the BTK with the participation of many pub-
lic and private institutions.”99 Türkiye also engages in international coopera-
tion through its membership in NATO and partnership with the Council of 
Europe, for example. Türkiye’s initiatives for cooperation at the national and 
international level are scored by the GCI 2020 as 20/20, and by the NCSI as 
50/100, based on the country’s contribution to global cybersecurity including 
its cooperation activities. Therefore, Türkiye’s average performance in terms of 
cooperation is 75/100. 

Conclusion and Recommendations

The quantitative and qualitative analysis conducted here reveals that Türkiye 
addresses cyberspace in its security calculus as the fifth operational domain 
alongside land, sea, air, and space. With its physical, virtual, logical, and infor-
mational dimensions, cyberspace is too complicated to be fully understood by 
a single discipline. Instead, a multi-disciplinary approach is needed to com-
prehend and address it. Indeed, cyberspace is so complex that it is the only 
thing created by human beings that is not understood by them. Subsequently, 
even though cyberspace has been a fact of our lives for more than 50 years; 
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a comprehensive theory of cyberspace has 
not been developed.

States long considered cyberspace an is-
sue of low politics. It is only a decade ago 
that states came to recognize it as a matter 
of high politics –a crucial one for security, 
military, and strategic issues. Resultantly, 
cybersecurity now occupies a secure position as a top global agenda item. Cy-
bersecurity is now integrated into national security visions and plans across 
the globe. Just as the term cybersecurity is multidimensional, cybersecurity in 
action takes place on multiple levels: individual, societal, state, and global. The 
weakest link in cybersecurity remains the individual user. Therefore, cyber-
security capacity building on the individual and societal levels is essential for 
national and global cybersecurity.

Based on the findings and analysis of the paper, the following recommenda-
tions are proposed for each main pillar used in the GCI index:

Regarding legal measures, Türkiye is relatively weak in cyber incidents re-
sponse, cyber threat analysis, and cyber crisis management. Thus, it needs to 
further develop legal regulations on improving cooperation and coordination 
in the cyber community. Türkiye also needs to focus more on rights and re-
sponsibilities online to encompass a positive rather than merely negative secu-
rity understanding. Developing legal measures contributes to a country’s read-
iness in cybersecurity, but proper implementation as well as the establishment 
of normative dimensions of regulations, including human rights and responsi-
bilities, is much more vital. 

Whereas the technical dimension is concerned, Türkiye is also relatively weak 
in cyber incident response, cyber safety and security, cyber threat analysis, and 
cyber crisis management. Thus, it needs to strengthen its national and sectoral 
CIRTs and develop more technical education for professionals. 

In terms of organizational setting, Türkiye must determine a powerful co-
ordinating institution with a comprehensive mandate directly responsible to 
the president. A clear-cut hierarchy among cybersecurity institutions is also 
needed. Türkiye badly needs an institution of sufficient scale and authority 
to develop and implement a centralized cybersecurity strategy. A more trans-
parent national cybersecurity strategy is a must. Since cyberspace is based on 
transparency, information-sharing with the public and the inclusion of private 
actors on cybersecurity teams is indispensable. Keeping an Action Plan se-
cret, as is the case in NCSS-2020, is not a solution but a source of insecurity. 
Major cyber-attacks on critical infrastructures or state institutions need to be 
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publicized to develop countermeasures. Otherwise, reoccurrence, as we have 
seen many times, is inevitable. But the key concept here is cooperation and 
information-sharing. If the institutions involved in providing cybersecurity do 
not share information, insecurity will be the natural outcome. Thus new strat-
egies should propose new mechanisms and incentives for sharing information 
across public institutions and between the public and private sectors.

Regarding capacity building, more formal and informal training courses, cy-
bersecurity education in primary and secondary schools, and cybersecurity 
programs in universities must be developed. R&D on cybersecurity should be 
encouraged and supported at all levels. The participation of universities, pri-
vate companies, and NGOs in cybersecurity training and campaigns should be 
promoted and supported. Public institutions should benefit from the expertise 
at all levels without any discrimination based on ethnicity, religion, gender, or 
philosophical/political views. 

Last but not least, in terms of cooperation measures, more public-private 
partnerships and bilateral and multilateral agreements should be formal-
ized. Partnership at the national and international levels with absolute trans-
parency is the key to success. The three NCSSs developed in the last decade 
have been theorized on the need for public-private entities to work together 
to counter threats, but in practice, there has been little cooperation. For in-
stance, there are no representatives from non-state actors neither among 
Cybersecurity Board members nor in Türkiye’s regulatory and supervisory 
Institutions. Public and sectoral CIRT teams also lack private participation.100 
Only a strong public-private partnership that promotes information sharing 
and facilitates coordinated responses to risks and threats can keep Türkiye’s 
cyber ecosystem safe. Not only public-private but also international cooper-
ation is inevitable for ensuring security in cyberspace. Since cyberspace is a 
global, anarchic domain, it requires global cooperation at every level among 
all stakeholders. 
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