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Introduction

T

he social media platforms that have emerged within the scope of new
technologies, and which are new configurations of modern technology
and the internet, have led social and political debates to gain new dimensions. The fact that social media notably influenced the revolution/counter-revolution movements that started in December 2010 in Tunisia, and later
in Egypt and Syria increased interest in these areas. Internet channels, whose
effects were tested on social movements, have now become an indispensable
part of social life and have affected politics deeply.
Following these developments, there was an expectation that the emergence of
second-generation websites and the dynamic structure of Web 2.0 –the second
stage of development of the Internet, characterized especially by the change
from static web pages to dynamic or user-generated content and the growth of
social media– would strengthen the tendency towards democratization. New
forms of Web 2.0 such as Facebook, Twitter and Skype where the individual is
effective and where there is an acceptance that reciprocity is possible, strengthened these arguments. In contrast to limited and supervised participation in
traditional media, digital media enables individuals to express themselves in
an uncontrolled manner and provide a relatively free environment. As a result
of the evolution of the Web that was accompanied with rise of online social
networks, the conviction that these networks create a freer and more equitable
environment has become pervasive.1

Theoretical and Methodological Framework
While new media technologies do contribute to the process of democratization in certain contexts, they can also be used as a means to consolidate the
power of authoritarian regimes. There are various discussions in the literature about the impact of internet technologies and social media on processes in democratic and non-democratic countries. Within the context of these
debates, there are optimistic approaches that affirm the role of social media
on democracy, and those that have a more skeptical point of view.2 Optimist
approaches suggest that communication technologies have positive effects on
democratization and participatory culture, while skeptical approaches draw
attention to the use of these technologies in service of authoritarianism, radicalization, manipulation, and surveillance. The question as to whether social
media networks affect the electorate during election times and whether they
have become a threat to democracy will be approached in this article from
a skeptical perspective in order to answer the following questions: Is social
media a tool of emancipation or is it a threat? Does, or can, social media affect
people during election periods? When assessing social media tools in relation
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to elections, what kinds of negative
effects do they have?

The argument that social media
tools deeply affect politics and
social life first appeared in 2010
after the Arab revolutions that
began in Tunisia and spread to
Egypt and Syria

The argument that social media
tools deeply affect politics and social life first appeared in 2010 after
the Arab revolutions that began in
Tunisia and spread to Egypt and
Syria.3 According to Manuel Castells, who openly highlights the relationship between social mobilization and
technology, new media tools were used extensively during the Arab revolts.4
Furthermore Philip Howard contends that the use of technologies opens up
channels that will strengthen democracy, expand civil society and contribute to the democratization of the state.5 It was presumed that democratic regimes would replace authoritarian ones with the dissemination of access to
information technologies. Contrariwise, the idea that internet platforms have
strengthened democracy has been subject to important criticism, especially in
recent years.

The claim that new internet technologies and digitalization have become an element of social movements and that they impact socio-political moments has
been criticized from many different angles. Many have argued that the structural changes introduced by new media technologies have been misused and
have eventually turned into threats against democracy. For them, the Internet
and social media are among the biggest threats to states and individuals since
they have millions of users in many countries and billions around the world.
Instances of fake social media accounts6 stirring up social chaos in a country
and disseminating content that manipulates the public against governments,
elections, or other groups were observed in the 2016 U.S. presidential election,
the Brexit referendum, and elections in France, Germany and Turkey. In his
book The Net Delusion: The Dark Side of Internet Freedom, Evgeny Morozov
strongly criticizes the thesis that social media contributes to democratization
and that it helps topple authoritarian regimes. Morozov argues that the internet does not have such power to democratize countries and he describes
people who attribute such power to the Internet as cyber-utopics. In contrast,
Morozov cites state and non-state actors’ use of social media as tools to manipulate social and political life, and he therefore argues that it is a threat to democracy. Taking Morozov’s critical and skeptical approach as a starting point,
this article will argue that internet technologies are a threat to democracy.
As Morozov points out, social media platforms can be used intensively for
manipulation purposes by actors who threaten democracy. Particularly, farright and populist actors that have been on the rise recently use social media to influence and manipulate the masses.7 The fact that social media is free
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The claim that new internet
technologies and digitalization
have become an element of
social movements and that they
impact socio-political moments
has been criticized from many
different angles

from control and exempt from legal
and economic constraints makes
it more attractive for populist and
far-right figures.8 Communication
mediums are considered essential
for the development of democracy, although they actually prevent
the development of democracy and
make it easier for extreme movements to find a place. Drawing on
Morozov’s perspective this study
aims to analyze images which are used to manipulate the masses during election times and fake news on print and online media networks. Examples of
the use of social media as a tool to threaten democracy from different contexts
will be shown. The reason for highlighting Morozov’s critical perspective is to
reveal how internet environments are used by illicit actors and how elections
are manipulated through social media. Examples from different cases in the
selected countries will exemplify how internet environments that are expected to spread information and contribute to democratization have evolved to
become anti-democratic. Trump’s support in the presidential elections and anti-Clinton fake news clearly indicates this evolution. Similarly, anti-Macron
fake content produced in favor of Marine Le Pen in France and anti-refugee
posts in Turkey show the threatening aspects of these environments. In conclusion, the fact that the far-right and extreme movements in Germany have
been successful in the elections and the use of social media tools by far right
groups in Germany in addition to that the Uk during the Brexit processs in
England give credence to Morozov’s skeptism/criticism.

Fake News and the Post-Truth Era in World Politics
In the early 2000s, the growth of online news prompted a new set of concerns,
among them is that an excessive diversity of viewpoints would make it easier for like-minded citizens to form “echo chambers” or “filter bubbles” where
they would be insulated from contrary perspectives and meaningful interactions with people of different beliefs.9 The algorithms and techniques used in
the production of fake news are directly effective in manipulating individuals
and are effective in social and ideological polarization.10
The terminology “fake news” entered the literature after the 2016 U.S. presidential elections and has been defined as “distorted signals uncorrelated with
truth.” In a broader sense, fake news has been defined as news articles that are
intentionally and verifiably false, and that could mislead readers.11 In this way,
fake news is different from terms such as disinformation and misinformation,
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A protester holds
a poster reading
“Fake News Is The
Real Virus” during
a demonstration in
the U.S. Huntington
Beach, California,
on May 9, 2020.
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which have also been addressed in the literature. While misinformation has
been defined as providing wrong information unintentionally, disinformation
is the act of intentionally distorting information. Having more connotations
and wider use in everyday life, fake news has been labelled as demonizing by
traditional news organizations.12 In this sense, by distorting social reality and
by being utilized intensely fake news strengthens the claim that we have entered a “post-truth” period in which the truth has lost its value.13 The posttruth world is one in which perceptions are more important than truth, and
an era in which all sorts of manipulations and fake content can be directed to
masses of people with ease.
Produced with ideological and economic foundations, fake news has had demonstrable effects on important events in world politics over the past three
years. The UK’s Brexit period and the election of Donald Trump in the U.S.
were years in which fake news hit its peak.14 With the recent rise of digitalization and the increase in new media environments, there have been increasing
arguments that fake news is effective in influencing politics.15 In fact, it has
even been argued that if it were not for fake news, Trump would not have been
elected.16 The 2017 presidential elections in France and the general elections in
Kenya were also strongly affected by fake news content on Facebook and other
digital internet platforms.17
In light of all these arguments, claims that fake content produced on internet-based platforms affects political preferences and elections have gained
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ground. Through the examples used in this article, it will become clear how
world politics is directed through social media and the extent to which democracy has been destroyed or harmed by social media use.
Social Media: A Tool of Freedom or Domination?
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Figure 1: Social and Political Events where Social Media Has Been Effective
Figure 1: Social and Political Events where Social Media Has Been Effective
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It is possible to divide the impact In contrast to limited and
that social networks have on socio-political life roughly into two supervised participation in
periods through case studies of traditional media, digital media
critical importance. While in the
enables individuals to express
first period the Internet was used
as a platform to express discontent themselves in an uncontrolled
with existing regimes (for instance manner and provide a relatively
Zapatista, the Iran Green Movement, the Arab spring, and Occupy free environment
movements), in the second phase
the Internet became used as a platform for manipulation, and thus as a tool
that threatens democracy. As can be seen from the chart below, the Internet
and internet-based technologies can be used for different purposes.
According to a study conducted in 2008, the spread of information and communication technologies in Bahrain, Iran, Jordan, Kuwait, Lebanon, Oman,
Qatar, Saudi Arabia, and the United Arab Emirates has had a positive effect
on boosting democracy and freedom. In addition to this, it has been found to
have had a positive effect on the closure of digital gaps in the region.21
When considering events in which social media has been effective in terms
of influencing socio-politics, observed as the pioneering wave of social movements, it is well known that internet technologies were used in the Zapatista
movement. Adopting the horizontal network organization model, the internet
was an effective tool in enabling the movement to spread beyond Mexico.22
Similarly, the Arab spring23 and the Wall Street protests that arose in response
to neo-liberal economic problems are also examples of the effective use of social networks.
With the social changes that came with easy access to information technologies, it was thought that democratic regimes would replace authoritarian
ones.24 Among democratic regimes, there was an assumption that solutions
to the problems that emerge from the clogging of democratic channels would
directly lead to representative democracy being replaced by participatory democracy. However, since the number of social media users across the world
has reached billions, internet and social media are also being used in the hands
of political and social actors to threaten democratic space. In fact, examples
such as the 2016 U.S. presidential elections (the Cambridge Analytica scandal), the elections in France and Turkey, the Brexit and other referendums illustrate that manipulation and other anti-democratic interventions have been
pursued through the Internet. The instrumentalization of social media is not
limited to interventions in democratic countries alone. In countries such as
Russia and China, which can be described as systems of “networked author2020 Sprıng
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itarianism,” social networks are used for the monitoring and surveillance of
society. More, political and social life is controlled with the help of internet
technologies.25

Findings: Social Network-Based Manipulations during Election Periods
Today, the use of social media tools, which have important effects in shaping political processes, have become widely used for disinformation and propaganda. The conceptualization of this process, which has become known as
“computational propaganda,” refers to the manipulation of the public in a desired direction via computer technologies.26 The instrumentalization of social
media tools by both state and non-state actors in the service of propaganda
and manipulation poses serious risks for democracy.
Social network-based manipulation efforts, which manifest themselves in three
stages, begin with the opening of a fake website that is similar to mainstream
media websites in terms of visuals and design. In the second phase, political
bots and trawl accounts share the manipulative and fake content produced on
the website in question, which enables them to reach a wider audience. In the
final stage, the content produced for manipulation is brought to the agenda
of online social networks and mainstream media, which allows it to become
discussed and further expands the scope of manipulation by attracting the attention of large masses.
It has now become very common to spread fake news and to manipulate
voters with fake accounts during election periods. Distorting the personal
information of candidates in elections and the character assassination of politicians through false information are also used as an effective method. Another manipulation technique is the sharing of personalized content that will
trigger voters emotionally and change their political decisions by conducting
voter profile studies. With the advances in artificial intelligence technology,
it has become possible to manipulate search results according to the individual. After acknowledging the extent to which the behavior of voters can
be affected by character analysis, all actors who want to have influence in
the political field have intensified their efforts to manipulate voting behavior
accordingly.
For instance, the investigation conducted against the myPersonality app,
which belongs to Cambridge University and operates on Facebook, stated
that the application may have collected the data of 6 million users. This is
important in illustrating the extent of the threat posed. Another example of
significant relevance is the application initiated by David Stillwell in 2007
which was supported by Cambridge university. The application collected
184 Insight Turkey

SOCIAL MEDIA AND FAKE NEWS IN THE POST-TRUTH ERA: THE MANIPULATION OF POLITICS IN THE ELECTION PROCESS

information about the profiles of mil- Another manipulation
lions of U.S. citizens. In addition, the
fact that the UK-based Cambridge strategy that draws attention
Analytica gathered profile informa- and was used during the
tion about the electorate on Facebook
U.S. presidential elections is
and intervened in the 2016 U.S. presidential elections illustrates the extent character suicide
to which democracy is under threat.
Alongside the presidential elections in the U.S., the Brexit referendum, the
presidential elections in France and the June 24 presidential elections in Turkey also emerge as important cases that depict the extent of intervention and
disinformation in democratic countries through social media manipulation.

Fake News and Social Media Manipulations around the Globe
Fake News in the U.S. Presidential Elections

Following Trump’s victory over Clinton in the 2016 U.S. presidential elections,
allegations of electoral fraud arose. Subsequently, the Cambridge Analytica
scandal erupted, which strongly illustrated the extent to which social networks
are used as tools of manipulation. Following this incident, the fact that Facebook announced that the advertisements published in the U.S. between 2015
and 2017 were made by a Russian internet research agency revealed the seriousness of the allegations. According to various claims, social media networks
such as Facebook, Twitter and Instagram were used by Russia with the aim of
manipulation, and the presidential election process and election results were
influenced with use of fake accounts.27
The allegations that Russia manipulated the 2016 presidential elections through
state-supported news channels and other third parties, and by using social media troll accounts in exchange for money are still being debated in the public
sphere. The fact that the U.S. judiciary has started investigations into some of
the persons and institutions that were accused of manipulating the elections
shows the seriousness of the issue at stake.28 The fact that the manipulations
alleged to be of Russian origin have become more frequent in recent times29
and that some EU member states have placed restrictions on Russian news
agencies also proves the severity of the situation.
A study describing how fake news peaked during the 2016 U.S. presidential
election showed the ways in which the conspiracy theories that emerged in the
public sphere three months before the election, fake news and false information are effective in social networks. So much so that the rhetoric directed at
Obama in order to weaken the Democratic Party candidates, which targeted
the country’s values and which consisted of news about immigrants, reached
2020 Sprıng
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2.2 million people on Facebook respectively in the three months before the
election.
Figure 2: Interaction with Fake News in the U.S. in 2016 (Facebook Interactions in thousands)
Obama signs a nationwide order banning The Pledge of
Allegiance in Schools
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ing arms to ISIS and that she was involved in the Pizzagate scandal were also
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discussed during the election period. Republican presidential candidate Ted
Cruz was the subject of similar news constructed during the race and intended to keep him behind his opponents. During the race, it was claimed that
Ted Cruz’s father was involved in the Kennedy assassination (Image 1). These
fabricated news stories drew immense attention and were heavily debated on
social networks. Following Trump’s victory in the primary in Indiana, and following Cruz’s withdrawal from the race, Trump was confirmed as the republican candidate. This strengthens the argument that the manipulations worked.
Image 1: Fake News about Ted Cruz’s Father.

Source: The National Enquirer

Fake News in the 2017 French Presidential Election

Another example that illustrates how social media was instrumentalized as a
tool of manipulation is the French presidential election of 2017. Arguments
that began with the claim that Russia was meddling with the elections to bring
about a specific outcome brought fake news to the forefront. When the allegations are examined, it is seen that a few days before the elections, fake news
aimed at obtaining a desired result circulated through social media providing
a speculative flow of information about the election results. The manipulations
were generally made against Macron and in favor of far-right candidates. The
fake news stories became an important agenda item not only in France but also
across the world.
Looking at the process in France, among frequently used manipulation methods were distorting the results of surveys, the character assassination of candidates and the use of deliberate falsehoods to promote far-right anti-immigration positions were used.
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Image 2 provides an example of the institutionalization of anti-immigration
policies. Bernard Monot claims, “The state has created a card that gives refugees 40 euros a day.” At the end of this lie, it states, “With Marine Le Pen and
National Front, French people will be prioritized.”
Image 2: Fake News in France Supporting Right-Wing Election Position.

Source: Facebook

Picture 2: Fake news in France supporting right-wing election position.

Further, a particular image conveying the message that the elections would

Source: Facebook
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to prevent fake news and social media manipulations passed through
the senate as a result of great efforts.
This reveals France’s seriousness in its
struggle against social network-based
manipulations.

Fake News in the UK

Following Macron’s victory
after the elections, a draft
law that sought to prevent
fake news and social media
manipulations passed through
the senate as a result of great
efforts

Manipulations through social media
were also the case in the Brexit referendum in the UK. Fake news and
disinformation produced on social media throughout the country have recently been officially declared an important threat to democracy. A report by the
British Parliament found out that social media platforms were intensively used
to influence the prejudices and fears of people and to influence voting preferences.33 Calls such as “Our democracy is at risk and we need to take action on
this” were made in the parliament, and immediate action was urged in order
to prevent manipulations.
Especially due to the fact that the electorate was highly affected during the
Brexit referendum, the manipulations carried out over the internet were interpreted as a crisis of democracy.34 During the Brexit process, the Leave Group
(whose members wanted to leave the European Union) actively used social
media and manipulated people with fake news. Drivers of this campaign took
advantage of the rising populist wave across the world and created content
about the economy and immigration. Adopting an agenda-setting strategy,
these groups also created fake news about Turkey and Turks during this period. One story claimed that twelve million Turks were going to come to the UK
and change the demographics of the country.
When it became clear that a lot of manipulations were happening over Facebook during the Brexit era, the government sought to prevent this. An investigation into Facebook after its alleged misconduct in the Brexit referendum
through Cambridge Analytica found that Facebook had failed to provide correct information and that Facebook managers had refrained from answering
the questions of the commission in parliament. The report highlighted the
dimension of regulations to be made concerning social networks, and argued that introducing new taxes and establishing legal regulations for companies operating in a technical context is vital to maintaining democratic
standards.

Social Media Manipulation in Germany

Germany is similarly sensitive about social media manipulation and has recently put some legal regulations in place. The country has been among the
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Due to the recent
manipulation allegations
and hoaxes discussed in
Turkey, especially during
election times, Turkey
needs to be a pioneer in
this regard and needs
to take certain steps to
dispose of the threat
emanating from such
events

top countries where the subject of manipulation has been thoroughly discussed. The
debate that political life was being directed
through social networks and that this manipulation was intended to create a particular public opinion during the 2017 elections
came to the forefront of Germany’s agenda.
A 2017 study examining the extent of virtual
manipulations during the federal elections
found that there were three aspects of manipulation: fake news, social bots, and foreign
interference.35 The report focused on how
this manipulation was handled in Germany. The report, which was prepared with the
use of mass data, stated that the right-wing
Alternative for Germany (AfD) party dominated social media during the election process and that its election success
was related to the party’s effective use of social media. As a matter of fact, it
became clear that there were active bot accounts on social media working
in favor of AfD. The extent to which these accounts were active and the role
they played was also examined. Germany is an important example in depicting how far-right and racist ideas find place on social media. The fact that a
far-right party with a racist ideology has entered the Bundestag36 for the first
time since WWII illustrates the extent to which social networks pose a threat
to democracy.
The use of social media for manipulative goals during election periods is not
only limited to the U.S. and Europe. Recent studies conducted on this issue
illustrate the extent to which fake news and other forms of online manipulation can threaten democracies worldwide. In addition to governments, the fact
that social media has now become dominated by other actors has become an
increasing reality. It has now become inevitable for governments to take action
in this policy area.37

The Example of Turkey

Manipulation made through social media, especially during critical times
such as elections, is not a new phenomenon for Turkey. In addition to the
allegations that Russia had intervened in the U.S. presidential elections, there
are similarities between arguments that the same was attempted in Argentina,
India, and the UK through Cambridge Analytica and the recent manipulation attempts in Turkey. The 2013 Gezi Park Protests, June 7 and November
1, 2015 elections and the April 16, 2017 referendum are some of the cases
that strongly depict the kind of social media operations that were designed
in Turkey in order to sway the public opinion in one direction. The main aim
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of these manipulation attempts was to force people to act on emotion. In this
sense, the most prominent methods used was character assassination of politicians, pursuing racist activities in order to put pressure on a group of people
in society, and spreading false content that extended the country’s economic
problems on a different dimension in order to create fear and anxiety among
the public.
When looked at the different kind of forms that these attempts took place,
in addition to manipulation, other strategies such as unfounded claims and
fake news being circulated were also adopted. The process works as following:
First, false content is shared by a bot account. This content is then shared by
a high-profile politician, which increases the scope of the content’s audience.
This makes it easier to construct public opinion in a desired direction. It is a
well-known fact that these fake users, otherwise called as bot accounts, use
disinformation and provocation methods related to Syrians especially during
election periods.
Image 3: The Card Claimed to Help Syrian Refugees.38
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accepted by politicians and high-profile figures without any questioning increases tensions among the public. Such claims alienated Syrian refugees prior
to the June 24 elections made them a mass target in a clear attempt to influence
the election results.39 As a matter of fact, the frequent use of fascist discourses
that ultimately stimulate nationalist feelings directly targets the current ruling
government and are evident in almost every political discourse during election
periods.
It is clear that false information and fake news about Syrian refugees intensifies
on social media networks during election periods. For example, various manipulations were carried out prior to the referendum held on April 16, 2017,
and the general elections that were held on June 24, 2018. The picture shown
in Image 3 was used in order to claim that this card was only given to Syrian
refugees and that it had a monthly balance of 930 Turkish lira. Similar claims
were circulated on social media platforms just before the March 31, 2019
Turkish local elections. However, when the issue is looked at more carefully,
it becomes clear that the amount stated by these troll accounts does not reflect
reality and that a significant amount of aid provided to Syrian refugees is covered by EU funds. Such false information finds a place in mainstream media
from time to time, and its acceptance by some politicians increases its scope
of influence. In addition to increasing the number of people that can see these
false claims, the fact that they are shared by individuals who have millions of
followers on social media also leads to the stories being debated among the
public. On many occasions, this causes groups to act in masses. Ultimately,
the aim of the fake news circulated on social media networks is to promote
nationalism, target the government and put pressure on the economy.
Image 4: Allegations that Anadolu Agency had
previously announced the election results.40

Source: Twitter
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As another example, the allegations that the Anadolu Agency “accidently” announced the results four days before the elections (Image 4), which was also
supported by the main opposition party, is also important in order to demonstrate the extent of mass manipulation. This issue was first discussed on social
media. However, it eventually found its place in the mainstream media and
some political figures even called the public to rally and protest on the streets.
Due to the recent manipulation allegations and hoaxes discussed in Turkey, especially during election times, Turkey needs to be a pioneer in this regard and
needs to take certain steps to dispose of the threat emanating from such events.

Conclusion
When one looks at the structural changes that have emerged due to new internet technologies, it can be seen that the traditional political codes have
changed. The field of politics also shares the same risks. While social networks
are expected to contribute to the process of democratization, they should also
be considered as the most important threat to democracy today. Governments
can make both formal and informal arrangements in order to eliminate the
problems arising from the instrumentalization of social networks and internet
technologies.
The aim of this article has been to assess the position of new media technologies in the field of politics. It examined the increasing use of internet technologies in contemporary society and illustrated that although these technologies have been believed to contribute to democratization, they in fact have
distorted the public sphere and politics in different ways. This article focuses
on recent examples of the new phenomenon of fake news and social media
manipulations especially during the elections. The limitations of this article include not providing an in-depth analysis of a single case study and the inability
to reveal all aspects of fake news. Instead, it presented a comparative overview
by using different examples. In-depth and detailed studies are necessary and
will further contribute to the literature.
The article discussed attempts to manipulate elections in the U.S., France, Germany, the UK and Turkey and the struggle to use new media tools in the process of elections bearing significant implications for democracy and the role of
social media use in democratization. The literature contains both arguments
that depict positive examples supporting the merits of social media in the formation of a democratic public space, and negative ones depicting how these
technologies threaten democracies. When observed from a chronological
point of view, the use of internet technologies in the public sphere began with
the Zapatista movement and has extended to our present day. The increasingly professional use of social media for malicious purposes has extended
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into areas such as creating fake news and propaganda in order to influence
voter behavior.
While the distinction in history is not clear, this article has divided the use of
new media and social networks into two main periods. The 2016 U.S. presidential elections, in which democratic processes were manipulated with new
media, was set as the starting date of the second period. The use of fake news
and social bots to manipulate public opinion during the 2016 U.S. elections
gave has been repeated in all subsequent elections. The first period consists of
events that support the optimist view that social media networks contribute
positively. However, the second period consists of events that contribute to the
negative and skeptical/critical approaches.
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