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Virtual Neighbors:
Russia and the EU in Cyberspace
ANDRÉ BARRINHA*

The last decade has witnessed the consolidation of the
European Union as a cybersecurity actor. Many of these developments have, directly or indirectly, been a response to Russia’s activities in cyberspace. This commentary will explore and analyze
the development of the EU’s cyber actorness and assess whether it
can effectively deal with Moscow’s aggressive stance in this field.

ABSTRACT

Introduction

T

he European Union (EU) is fast
emerging as a central cybersecurity actor in international
relations. The last few years have
witnessed the development of a raft
of legislation, communications and
strategic documents that deal directly
with this field. Much of this activism
comes in response to Russia’s cyberspace activities. That means that not
only the EU is often placed in a reactive position, but also member states
are often divided on how to engage
with Moscow. As will be argued in this
commentary, when it comes to cyberspace, Russia needs to be approached
from three (albeit inter-related) dis-
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tinct angles: as a cyber-crime hub, as
a regional neighbor and as an emerging power, each of which demands
a set of different answers, that range
from deterrence to selective engagement. Only a multifaceted approach
that includes, but goes beyond the
EU’s understanding of cybersecurity,
can offer the possibility of an effective
engagement with Moscow.
In terms of structure, this commentary will start by offering an overview
of the EU’s activities in cyberspace,
followed by an assessment of how
Russia fits into the EU’s overall approach to cybersecurity and cyber
diplomacy. The final part of the commentary explores the different ways
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Nowadays, the EU also
maintains cyber dialogues
with Japan, South Korea
and India and cyber is being
integrated into enlargement
and neighborhood relations,
as is the case of the Western
Balkans
in which the EU can deal with Russia
when it comes to cyberspace.

Protecting the Digital: The EU in
Cyberspace
The EU’s approach to cybersecurity
gained momentum1 over a decade
ago with the creation and development of a series of institutions, policies and initiatives that addressed the
protection of critical information and
cybercrime.2 Surprisingly, however,
cyberspace was to be absent from the
2003 European Security Strategy, in
a clear indication that cybersecurity
was not a security priority for the EU
at the time. That would change in the
following years, with the EU approving a number of relevant documents,
including the 2006 EU Strategy for a
Secure Information Society.
In 2008, cybersecurity was included
–even if only briefly– amongst the
global challenges and key threats of
the Report on the Implementation
of the European Security Strategy,
which was an all-but-in-name revised
30 Insight Turkey

security strategy. The motivation was
clear even if not directly acknowledged: Estonia. In 2007, the Baltic
country was at the receiving end of
a series of cyber-attacks that severely
impacted on the normal functioning
of this highly digitalized society, with
attacks targeting banks, government
websites and other services.3 The attack, attributed to Russian hackers,
was not particularly sophisticated but
the message was clear: information
warfare was a real possibility,4 and
Russia was a reason for concern in
this field. In April 2008, Georgia engaged in a limited confrontation with
Russia over the territories of South
Ossetia and Abkhazia. According to
the Tbilisi authorities, the Russian offensive includes cyber-attacks similar
to the Estonian ones, which included
the defacement of governmental websites and distributed denial of service
attacks.5 These two cyber-conflicts
would be taken into full consideration
in the 2008 implementation report.6
More measures followed since, but
it would take five years for the EU
to have its first cybersecurity strategy. Eventually, in January 2013, DG
Home Affairs Commissioner, Cecilia
Malmström, High-Representative,
Catherine Ashton, and DG Connect
Commissioner, Neelie Kroes, drafted
a rather encompassing strategic
document that approached cybersecurity7 from three main pillars of
action: network and information security, law enforcement, and defense,
each with its own set of policy priorities and institutions, such as the European Network and Information Security Agency (ENISA) and Europol’s
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European Cybercrime Centre (EC3).
In addition to the cybersecurity strategy, the EU approved a directive on
attacks against information systems,8
and presented a proposal for a directive on security of network and information systems (the so-called NIS
Directive), which came into force
very recently, and can be seen as the
first concrete piece of EU legislation
on cybersecurity.9
In terms of the international dimension of cyberspace, in November
2014, the EU approved the Cyber
Defense Policy Framework, which
addresses the global focus of the EU’s
activities in this field, with a particular concern for CSDP operations and
relations with NATO. A few months
later, in February 2015, the Council would approve some additional
guidelines on EU cyber diplomacy10
in order to promote a common ap-

proach and to more clearly define the
role of the European External Action
Service (EEAS) in this regard. In reality, at the time EEAS was only giving
its first steps and the investment in
cyber was limited, with no more than
a handful of fonctionnaires dedicated
to cyber-related tasks.
During this period, the EU started
to consistently include a cyber-component in its bilateral relations with
strategic partners. Until then, the
main exception was the U.S., with
whom the EU had maintained a dialogue on critical infrastructure protection since 2000. But even in this
case, a working group more directly
focused on cybersecurity and cybercrime was created in 2010, and most
recently, in 2014, an EU-U.S. Cyber
Dialogue was officially established to
specifically address foreign policy issues related to cyberspace.

European leaders
pose during
the launch of
the Permanent
Structured
Cooperation
(PESCO), in
which 2 of its
17 projects
are explicitly
dedicated to
cyber defense.
Getty Images
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Nowadays, the EU also maintains cyber dialogues with Japan, South Korea and India and cyber is being integrated into enlargement and neighborhood relations, as is the case of the
Western Balkans. For instance, the
European Commission has recently
adopted six flagship initiatives for the
Western Balkans,11 which include the
development of cyber capabilities and
the intensification of cooperation in
order to address issues related to cybersecurity and cyber-crime. Also on
a cyber-related front, the EU approved
in June 201512 an Action Plan on
Strategic Communication to specifically address Russia’s “disinformation
campaigns.” A task force –East StratCom– was set up within the EEAS to
report and analyze “disinformation
narratives” and to work with eastern
partners in terms of both developing
“communication products and campaigns focused on better explaining
EU policies” and to support “strengthening the media environment in the
Eastern Partnership region.”13 The
most visible outcome of this taskforce
is its two weekly newsletters, the Disinformation Review and the Disinformation Digest that offer the latest
trends in Russian trolling and regular
fact-checking on Russian media.14

Consolidating Cyberspace in the
European Union

In 2016, the EU Global Strategy
placed cyber very much at the center
of the EU’s foreign policy,15 in what
was a sign of the progressive consolidations of cyberspace as a security
and strategic priority within the EU.
Among other aspects, the document
presents the EU as a “forward-look32 Insight Turkey

ing cyber player” that intends to
protect its “critical assets and values
in the digital world, notably by promoting a free and secure global Internet.”16 It wants to do so by “weaving
cyber issues across all policy areas,”17
in what can only be interpreted as an
ambitious statement of intent.
Another cyber-related aspect mentioned in the strategy –hybrid
threats– has also received close attention from Brussels. A joint framework from April 201618 set the main
lines of action for the EU in this field
in what was a clear response to Russia’s activities in Ukraine. The document makes multiple references to
cyber-related issues19 and it defines
five key actions regarding cybersecurity: (i) to intensify cooperation between member states and the EU in
terms of emergency response teams;
(ii) to further develop ties with the
private sector in order to find solutions to protect critical infrastructures “against cyber aspects of hybrid
threats”; (iii) to improve the security
and resilience of electricity grids;
(iv) to improve information-sharing
with the financial sector; (v) and to
coordinate responses with the transport sector in terms of responses to
cyber-attacks. It also mentions the
increase of cooperation with third
countries in cyber-resilience and
cyber-capacity building through the
Instrument contributing to Stability
and Peace20 and it set out the details
for the creation of a Hybrid Fusion
Cell to be established in Finland –a
symbolic gesture towards Russia.
Hybrid warfare would also be at the
center of the EU-NATO declaration
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at the margins of the Warsaw NATO
Summit in July 2016. The declaration
sets a number of areas for cooperation, including building resilience in
cyberspace21 and developing shared
capabilities in the field.
If 2013 was a crucial year for the EU
in terms of its approach to cybersecurity, 2017 offered a more in-depth approach towards the issue. In June, the
Council called for the development of
a cyber diplomacy toolbox –eventually approved in October22– that will
help the EU have a more coordinated
and coherent international approach
to cyberspace. The document is expected to lay out concrete measures
to address malicious cyber-attacks,
such as “the summoning of diplomats, further political, economic and
penal sanctions, as well as digital responses.”23A few months later, in September, Jean-Claude Juncker, in his
State of the Union address, placed the
security of Europe’s critical information infrastructures at the center of its
future.24 That came a week after the
Council approved a comprehensive
cybersecurity package that, among
other elements, proposes the creation
of a new European Cybersecurity
Research and Competence Centre
and the development of an EU-based
cybersecurity certification process.25
Finally, 2017 was also the year the
EU decided to set its Permanent
Structured Cooperation (PESCO), in
which two of its 17 projects will be explicitly dedicated to cyber defense.26
The current Commission team seems
very much interested in developing
the EU’s cyber-capabilities, policies

The development of so
many new initiatives,
and institutions, could
potentially lead to a further
fragmentation of the EU’s
approach to cybersecurity,
with inter-institutional turf
wars taking precedent over
coherence and efficiency
and infrastructures. Also, particular
member states, such as Estonia seem
to actively promote this agenda: both
the cybersecurity package and the
cyber diplomacy toolbox were elaborated and approved during this country’s presidency of the EU in the second semester of 2017. Interviews recently conducted in Brussels with EU
officials and representative of member
states confirm the high level of activism in this field evidenced by the EU,
with new measures, meetings and discussions on cyber-related topics now
happening almost on a daily basis.
One important aspect that remains to
be seen is whether this activism will
provide additional coherence to the
EU’s activities in the field. As we had
the opportunity to argue elsewhere,27
the initial stages of the EU’s approach
to cybersecurity have revealed a
mismatch between what it wants to
achieve in cyberspace and the means
to do so. The increase in investment
from the European Commission in
the field may contribute to partially
2018 Summer
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From an EU perspective, when
it comes to cyberspace, Russia
should be seen as being,
simultaneously, a cybercrime hub, a neighbor, and an
emerging power
address this issue, but much more
needs to be done to have member
states entirely aligned with the EU on
this. As a policy area, they still are the
main players when it comes to the European Union. Finally, the development of so many new initiatives, and
institutions, could potentially lead to
a further fragmentation of the EU’s
approach to cybersecurity, with inter-institutional turf wars taking precedent over coherence and efficiency.28

Russia, Cyber and Beyond
From what was presented so far it is
already noticeable how Russia has
been playing a central role in the EU’s
developments in the cyber field: it
was after the 2007 Estonia attacks that
cyber was seen as a relevant security
dimension. Included in the 2008 Implementation Report, the 2015-2016
measures on hybrid warfare come
as a follow up of Russia’s invasion of
Crimea and, more recently, Russia’s
interference in the U.S. and French
elections –and potentially in the
Brexit referendum– accelerated the
Commission’s interest in the field. In a
recent report on EU-Russia relations29
34 Insight Turkey

by the European Council on Foreign
Relations, there were a total of 13
member states that feared Russia’s interference in their domestic politics
through hacking.30As clearly pointed
out in a Financial Times article last
year, “Russia is at the center of concern
in Brussels about cybersecurity.”31
If Russia’s indirect influence in EU’s
cyber-activities is clearly visible, the
EU’s direct response to Moscow’s
activities is less so. The recently approved declaration on malicious
cyber activity is a case in point. The
Council Conclusions approved last
April condemned “the malicious use
of information and communications
technologies (ICTs), including in
WannaCry and NotPetya, which have
caused significant damage and economic loss in the EU and beyond.”32
However, these declarations came
over one year after the first of the two
attacks –WannaCry– took place, and
in neither case does it clearly attribute
the responsibility for these attacks.
Apparently, member states were very
much divided regarding whether to
do so, particularly given the sparse
evidence available. This, despite the
accusation by individual member
states –the UK, Denmark, Lithuania
and Estonia, with support from Latvia, Sweden and Finland33– that Russia was behind NotPetya. This case reflects two problems that are common
to the EU’s approach to cybersecurity.
First, member states do not trust each
other –or the EU, for that matter– sufficiently to share sensitive information that can lead to the attribution
of cyber-attacks. Second, there is a
delicate balance to have –specifically
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On March 2018,
the administrative
computers of
the German
government were
infiltrated with
malware and the
main suspect was
the Russian hacker
group APT28, also
known as Fancy
Bear.
Getty Images

for smaller member states– between
accepting a more aggressive stance towards Moscow and the economic and
geopolitical constraints when dealing
with Russia. For some member states,
Russia is an important economic partner and the biggest regional neighbor.
This delicate balancing act that has
often led to accusations of inconsistency and “strategic ambivalence,”34 in
terms of how the EU deals with Russia, is also present in cyberspace.

A Cyber-Balancing Act
Cyber is a broad policy field, cutting
across multiple areas, from organized
crime to the protection of water and
energy supply infrastructures. In the
same vein, it is important to recognize Russia as a multifaceted actor
with whom to engage differently depending on the issue at hand. Most

importantly, the EU does not engage
with Russia on cyberspace only; most
activities in this field are related to
other policy areas and they need to
be framed with that broader strategic
engagement in mind. For Russia, cybersecurity is not even a valid starting
point. Russia’s doctrine is focused on
information security, which translates to cyberspace the same logic that
underpins the Soviet doctrine of information warfare in which the core
principles are “that the psychological
element of conflict [was] as important as the physical one.”35According
to the Information Security Doctrine
adopted in September 2000: information security is “the protection of
its [Russia’s] national interests in the
information sphere defined by the totality of balanced interests of the individual, society, and the state.”36 This
rather comprehensive definition was
updated in 2016, in which the infor2018 Summer
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mation sphere is defined as comprising the “combination of information,
informatization objects, information
systems and websites within the information and telecommunications network of the Internet…, communication networks, information technologies, entities involved in generating
and processing information, developing and using the above technologies,
and ensuring information security, as
well as a set of mechanisms regulating
public relations in the sphere.”37
Following the 2017 Strategic Survey
from the London-based Institute of
International and Strategic Studies,
this all-encompassing, state-centric38
definition of information security
poses significant challenges to states
that “considered themselves to be
well prepared for purely technical cyber aggression, but had no defenses
against a broader information offensive of which cyber-attacks were only
one component,”39 as was the case of
the Russian involvement in the 2016
U.S. Presidential election.

Engaging with Russia

From an EU perspective, when it
comes to cyberspace, Russia should
be seen as being, simultaneously, a
cyber-crime hub, a neighbor, and an
emerging power. These are not mutually exclusive areas, but they certainly
entail a set of different approaches
in terms of how to engage with Russia. Starting with cyber-crime, it is
well-known that Russia is a hub for
cyber-criminal activity. In 2014, the
company Group-IB calculated that
the cyber-crime market in Russia to
be valued at around $2.3 billion.40 It
36 Insight Turkey

is, however, important to distinguish
between those attacks that are stateled or state-sponsored and those that
are simply for-profit attacks. Russia’s track record in this field is very
concerning at both levels. However,
whereas the first set of activities is
intimately linked to broader strategic
goals,41 the second is not. In the same
way the U.S. has agreed with China
to cooperate on cyber-crime in 2015
–which at the time was seen as a victory for cyber diplomacy42– a similar
arrangement could arguably be established between the EU and Moscow. And there are some precedents.
Russia has cooperated with the EU
on issues related to the use of the internet by terrorist organizations and
even with Europol within the field
of cyber-crime. But, overall, as concluded by Thomas Renard, “cooperation remains very limited.”43

The Big Neighbor

For all the recent tensions, sanctions and aggressive stances, Russia
remains the EU’s biggest neighbor.
One with whom European countries
have significant economic interests,
and even shared geopolitical concerns –Syria being a good example of
the latter. This has two implications.
Fist, when adopting an aggressive
stance towards Moscow, the EU has
to gauge the short and long-term
consequences of those measures. Second, acknowledging Russia’s neighboring status also means factoring in
its potential impact on the EU’s own
neighborhood. According to Michael
H. Smith and Richard Youngs that is
already the case: the ‘Russia factor’
is now built into the EU’s relations
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with its Eastern neighbors to an extent that had not happened before.44
When it comes to cyberspace, this
means developing capabilities within
the context of the European Partnership and the wider policy towards the
Balkans, which, as we saw before, the
EU is already doing.

Russia, the (Re)Emerging Power

Finally, Russia is also often dubbed as
an emerging power. Although in the
case of Russia that is certainly a misplaced label –it is neither ‘emergent’
nor necessarily a power on the same
level as China or the U.S.– it has to be
dealt with diplomatically within that
context. That means engaging multilaterally, both cooperatively as was the
case with the UN-sponsored Group
of Governmental Experts on Information Security (GGE), but also by
trying to limit Russia’s international
support for its own vision of cyberspace. In 2011, Vladimir Putin stated
that Russia intended to use the International Telecommunication Union
to monitor and control the internet,45
a view that is very much in opposition
to that of the EU. Also in 2011, China
and Russia proposed the International
Code of Conduct for Information Security through the Shanghai Cooperation Organization (SCO). That document gathered significant support
amongst the developing nations that
see the appeal in a sovereign-based international cyberspace system. However, this document has been severely
criticized by the EU “over its insufficient guarantees for the lack of both
the protection of human rights online
and the multi-stakeholder model of
the cyber domain.”46

For all the recent tensions,
sanctions and aggressive
stances, Russia remains
the EU’s biggest neighbor.
One with whom European
countries have significant
economic interests, and even
shared geopolitical concerns
In addition, the EU and Russia frequently sit on opposing sides of the
aisle when it comes to cyber-governance, as they often disagree on the
basic terms of the discussion. The
idea of sovereignty is a good example. For Russia, sovereignty is about a
“top-down government from a single
center, insulated from outside influence as well as from below,” which
differs from a more liberal and open
understanding of sovereignty, that is
very much at the basis of the European integration project. This, when
in conjunction with Russia’s great
power ambitions and its willingness
“to shape global norms, exercise veto
rights, and dictate terms to others”
only exacerbates the differences towards the rest of Europe.47

Conclusion
Dealing with Russia is always a balancing act, and cyberspace is not an
exception. In the last few years the EU
has been developing the tools to more
forcefully and consistently engage in
2018 Summer
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The interior
ministers from
Germany, France,
Italy, Poland,
Spain and the UK
meet in Germany
for discussions
focusing, among
others, on the
cyber-crime.
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the international realm of cyberspace.
The cyber diplomacy ‘toolbox’ certainly is a step in the right direction,
as is the cybersecurity ‘package.’
It is however important to acknowledge that cyber-relations with Russia
take place in a broader, complex context, both within and outside cyberspace. Within cyberspace, Russia is
part –and often a leader– of a group
of countries that views that fundamental formal and informal norms
of cyberspace tilted towards the West,
and in need of further ‘democratization’ and ‘multilateralization.’48 In this
case, it is not about simply engaging
with Russia, but with a set of significant stakeholders, both state and nonstate actors, and to negotiate and assert the EU’s positions when it comes
to cyberspace. That is why cyber diplomacy should be seen as a central
emerging practice for the EU. Outside
of cyberspace, Russia understands its
actions against member states and
38 Insight Turkey

European institutions as part of a
broader policy of destabilization and
division in Europe. Russia operates
in the information sphere, whereas
the European Union tends to separate
cyberspace from information operations. There are some clear signs that
further articulation between these
two aspects is being undertaken both
at the European and national levels.
The East StratCom is a good example
of this, but more is certainly needed.
Russia’s actions are often little more
than “an improvised collection of activities engaged in by various actors
who are linked together by an ideology
that labels the West as an adversary.”49
Normalizing Russia, rather than treating it as a geopolitical powerhouse,
would certainly contribute to improve
relations with Moscow. It would also
make it easier to understand that Russia can be a threat, but also a partner.
In a recent article on the EU’s stance
within the context of a changing global
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order, Michael H. Smith and Richard
Youngs argue that the EU and many
of its member states are adopting a
bounded containment position regarding Russia. This is a position that
“mixes elements that unwind interdependence with those that actually
solidify the logic of inclusion in terms
of talking with Russia on Ukraine’s
trade arrangements, internal political
arrangements and conflict mediation
issues.”50 This bounded containment
needs to find a concrete translation to
cyberspace, which involves the combination of deterrence and selective
engagement measures with Russia.
Fundamentally, it is important to acknowledge that responses will vary
according to whether the interlocutor
is Russia the neighbor, the emerging
power or simply the cyber-crime hub.
In all these dimensions there will be
opportunities for cooperation, but
also for conflict. The EU needs to be
ready for both.
One of the ambitions of the 2016 EU
Global Strategy is to promote the
EU’s “strategic autonomy.”51 When
it comes to cyberspace, and in particular to Russia, that can only be
achieved if the EU is pro-active52 and
most fundamentally if it is coherent.53
For that to happen, member states
will have to engage in more thorough trust-building exercises, both
between themselves and with the EU
institutions. They will have to accept
the possibility of EU-wide responses
to cyber-attacks, which may involve
some limited offensive capability, and
most fundamentally, the use of common resources to do so. The EU will
need to have concrete tools to deter,

When it comes to cyberspace,
and in particular to Russia,
that can only be achieved if
the EU is pro-active and most
fundamentally if it is coherent
respond and interact with Russia on
cyberspace. It is challenging, but also
inevitable.
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